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SOC Mission N OW

Defend our iInformation and technology resources, intellectual property
and ability to operate by disrupting our adversary's ability to conduct
thelr operations and achieve their desired outcomes.

SOC SERVICES
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Human-Centered SOCs Can’t Stop Al-Fueled Threats

300% 25 min 2-3 days

Increase Iin Median time to Median time to
attacks in 2025 exfiltrate data using Al resolve (MTTR)

Sources: Unit 42 Global Incident Response Report, 2. 2025 Global Incident Response Report, Palo Alto Networks 3. XSIAM customer interviews and product telemetry




How Can The “Modern” SOC Possibly Work?

What one blog proposed as the “Modern” SOC...
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Three primary challenges that SOCs face today

Siloed Tools and Data Inability to Stop Threats at Scale

Yy vy VyYyYyy

Heavy Reliance on Manual Work

Alerts per day

Days to investigate

of SOC teams
=‘ \= meet KPI goals

Days of dwell time




The Solution: Rethink and Transform Security Operations

What’s Needed: One Platform Powered by Al & Automation

NETWORK > \ ]
ENDPOINT Automation
IDENTITY . <_~Stitch and
. normalize
CLOUD > § . ) : data
X > INVESTIGATE RESPOND
ATTACK SURFACE > X DiErECt
OTHER - / ' +

Massive data, with automated Automated detection and Al-guided Empowered analysts
stitching and grouping ‘ investigation and response ‘ become more proactive



Cortex XSIAM: Al-Driven Security Operations

(' XSI.\M

Capabilities that Drive Further Integration Unified SecOps

One platform. One user experience
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Al-powered protection

Best-in-class 100% detection in MITRE

Replace Multiple SOC Tools
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1,000+ automation playbooks
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Delivering Unprecedented Results for the Largest Organizations Worldwide

Days A ~1 hour —— Under
-7 et | | 10 minutes

A

4

ey
e 4

Drastlcally Reduced MT[rR | Wmm »

Global logistics leader with Leading North American energy Leading home and business
~300K employees company | security company

-1 75% 92%

reduction in point products reduction in incident vglﬂ'me of alerts resolved automatically

——
-

Sources: Palo Alto Networks case studies



NEW
Exposure Management

I CORTEX Cloud
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Runtime

One Platform for Proactive & Reactive Security
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Data: Unified Tools & Data to Power Al and Automation
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Data
Any Data Source
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Simplified new data source onboarding




Data onboarding | Ingest ANY data source

AUTOMATICALLY MAPPED AUTOMATICALLY MAPPED




Al: Al-Powered Defense to Stop Threats in Minutes

0 XSI.\M

Data Automation

Single, complete source
of Al-ready data

Real-time

| I prevention
10K Detectors .

and over

Precise causality
2.6K+ ML models eose cavsal
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of threats
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Simplified new data source onboarding
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Automation: Automated Operations to Accelerate SOC Workflows

0 XSI.\M

DEIE] Al Automation
Alerts triggered and grouped,; Impact assessed Incident
incident created and contained remediated

THOUSANDS OF ”\.NS AND ACTIONS
75% 98%

Fewer incidents requiring Reduction in
investigation® MTTR*

*Oil and Gas company case study **Boyne Resorts case study



https://www.paloaltonetworks.com/content/dam/pan/en_US/assets/pdf/customers/oil-and-gas-company-deploys-ai-driven-soc-with-cortex-xsiam.pdf
https://www.paloaltonetworks.com/customers/boyne-resorts-achieves-game-changing-soc-improvements-with-cortex-xsiam-and-unit-42-mdr

The SOC without automation

User continues
their day
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Malware
infection
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Threat response
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The SOC without automation

SOC analysts repeat
this 100s or 1,000s of

times each day.
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What if automation can take on the heavy lifting for SOC teams?

Email arrives at
user inbox

o,
@
w

MACHINE-AUTOMATED



Two categories of automation in XSIAM




Machine + human automation in XSIAM
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Simplifying The Complexity of Responding To An Attack
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Stitching Data from All Major Sources with Dedicated Data Models
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14+

CIsC

NETWORK

23+

& . (] ] L]
% paloalto @ cueckront UU Ee:RTIRET

Y
@>zscaler  netskope TrelhiX

IDENTITY

6+

okta ©iCcYBERARK [HERMicrosoft BN onelogin ?

( XSI.\M

CLOUD

26+

O Are & wz

BB Microsoft 365 &) GoogleCloud ~ Google Workspace [ LACEWORK

MSSP

EEE Deloitte.
orange” Bell

and more...

OTHER

35+

box QDrupbux rorcepoint  proofpoint. . Wofrlaoy. servicenow

Syslog Collector Apache Kafka Collector CSV Collector Netflow Collector

Database Collector FTP Collector Files and Folders Collector SNMP Collector



Architecture
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High Level Architecture
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XSIAM Demo

CORTEX XSIAM
BY PALO ALTO NETWORKS
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http://drive.google.com/file/d/1nKm99HOKF7oB8ytR3O43JUPPjtElkU1o/view
http://drive.google.com/file/d/1nKm99HOKF7oB8ytR3O43JUPPjtElkU1o/view
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Recognized As A Leader By Industry Analysts

FROST & SULLIVAN

Gartner
FROST RADAR LEADER NeXt'ifgﬁration pe e r | n S | g h J[ S o
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LEADER: GigaOm LEADER: Frost and LEADER: Omdia 100% DETECTION: 4.5 STARS OVERALL
Radar for the 2nd year Sullivan Universe: MITRE ATT&CK for Cortex XSIAM
in a row Modern SIEM Next-Gen SIEM Evaluations: Enterprise
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Managed by Unitd2 Managed Services

% [H ¥ | 94 |security ID-9470 Project Sliver - APT Attack Detected

W & | 'Local Analysis Malware' along with 18 other issues detected on & hosts involving 4 users

19 lssups =—— Sources: @ @ A G H & 1

Overview # Key Assets & Artifacts Issues & Insights Timeline Case War Room Executions
Case by MITRE | ATTERCK" 7 Toctics and 8 Technigues
0 1 0 2 0 0
Reconnaissance Resource Development Initial Access Execution Persistence Privilege Escalation
ISSUES Seeall » AUTOMATION
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diagnostics.exe (82b2..aade (¥ )
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conhost.exe (b5d9_dbf0fy )
WF Benign (@ | VT 0/72
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Caseby Mt &) Arare alert or a rare combination of alerts was detected
€9 Muiltiple alert types were detected
n:com:issa- 0 Alerts from multiple sources were detected
£) One or more impactful medium severity alerts were detected
ISSUES THE SCORE IS BASED ON THE FOLLOWING INSIGHTS
The alert combination prevalence of this incident on this tenant was low (last 7 days)
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