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SOC Mission

Defend our information and technology resources, intellectual property 
and ability to operate by disrupting our adversary's ability to conduct 

their operations and achieve their desired outcomes. 

THREAT MONITORING THREAT HUNTING INCIDENT RESPONSE

SOC SERVICES

19k
USERS

400k
SERVERS & VMs

19K
LAPTOPS/DESKTOPS

85k+
CUSTOMERS 

SECURITY SERVICES CONSUMED BY

11
DATA CENTERS

ENDPOINTS

ROUGH SCOPE
trending
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Human-Centered SOCs Can’t Stop AI-Fueled Threats

300%
Increase in 

attacks in 2025

25 min
Median time to 

exfiltrate data using AI

2-3 days
Median time to 
resolve (MTTR)

Sources: Unit 42 Global Incident Response Report, 2. 2025 Global Incident Response Report, Palo Alto Networks 3. XSIAM customer interviews and product telemetry
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How Can The “Modern” SOC Possibly Work?

SOC PLATFORM

SOURCES
DATA 

LAYER
STORAGE, DETECTION AND 

ANALYTICS LAYER
AI AUGMENTED RESPONSE 

& DECISION LAYER

EDR
Crowdstrike, 

SentalOne, Microsoft

NETWORK
Palo Alto Networks, 

Zscaler

IDENTITY
Okta, Cyberark

EMAIL
Microsoft

CLOUD
Wiz
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DATA 
ROUTING

HUNTERS, 
AUGURIA, Cribl, 

ANOMALI, 
observo.ai

THREAT-INTEL 
FEEDS

LEGACY SIEMS
Splunk, exabeam, ArcSight, DEVO, elastic security labs, 

microsoft, Google SecOps
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NEXT-
GEN 
SIEM
panther, 
sekoia, 

HUNTERS

CLOUD DATA PLATFORMS
Snowflake, databricks, Chronicle, 

Azure Data Lake, Microsoft, 
Amazon Web Services

XDR 
PLATFORMS

Crowdstrike, 
SentinelOne, 

Palo Alto Networks

MULTI
-DATA 
SIEM

ANVILOGI
C, Palo 

Alto 
Networks, 
ANOMALI

DATA 
PIPELINE
Cribt, TENZIR, 
tarsal, Monad, 

DATADOG, 
onum

AI-SOC ANALYST (T1-T2)
Dropzona AI, prophet, RadiantSecurity, Simbian, 

CULMINATE, Hunters, INTEZER, RELIAQUEST, Oevtar AI, 
AIRMDR, exaforce [24]7.ai, torq, Salem, Seven

LEGACY SOAR
Splunk SOAR, Palo Alto Networks, 

SWIMLANE, PROPHETAI, SIRP, Google 
SecOps

HYPER AUTOMATION NEXT -
GEN SOAR

Torq, tines, blink, n8n, Automatic, mindflow, 
MITHRIL SECURITY, Bricklayer, AiStrike

HUMAN IN THE LOOP (HITL)
SOC TIER 1-3 ANALYST

AI-SOC ANALYST (T2-T3)
COMMAND ZERO, arcanna AI, 

ANDESITE, conifers.ai, STRKE READY, 
Legion AI

What one blog proposed as the “Modern” SOC…

Separate, labor-
intensive 

automation

No clear next 
steps 

Siloed 
Analytics

Separate data 
repositories

Manual, static 
correlation rules 

Separate tools
for detection
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Three primary challenges that SOCs face today

Siloed Tools and Data Inability to Stop Threats at Scale Heavy Reliance on Manual Work
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The Solution: Rethink and Transform Security Operations 

What’s Needed: One Platform Powered by AI & Automation

Empowered analysts 
become more proactive

Automated detection and AI-guided 
investigation and response

Massive data, with automated 
stitching and grouping 

NETWORK

ENDPOINT

IDENTITY

DETECT INVESTIGATE RESPOND

AI

Automation

Stitch and 
normalize 

data
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Endpoint Network & SASE Cloud Identity Open Ecosystem,
Any Source

Cortex XSIAM: AI-Driven Security Operations

Unified SecOps
One platform. One user experience

AI-powered protection
Best-in-class 100% detection in MITRE

Industry-leading automation
1,000+ automation playbooks 

AI-driven response
Up to 98% faster MTTR

Cortex XDL

Data Normalization | Agentic AI | Automation  

Replace Multiple SOC Tools 

ITDR TIP ASM
Exposure

Managemen
t

Email 
Security

MSIAM

Capabilities that Drive Further Integration

SIEM SOAR XDR CDR NDR
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Drastically Reduced MTTR

Global logistics leader with
~300K employees

7➡1 
reduction in point products

Leading home and business 
security company

92%
of alerts resolved automatically

Leading North American energy 
company

75%
reduction in incident volume

Days ~1 hour Under 
10 minutes

Sources: Palo Alto Networks case studies

Delivering Unprecedented Results for the Largest Organizations Worldwide
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NEW 
Exposure Management

XDR

NEW
Advanced 

Email Security

SOAR

Attack 
Surface

AppSec

Cloud 
Posture

Cloud 
Runtime

Cortex 
XSIAM

Cortex 
Cloud

AI-Driven 
SecOps Platform

DATA AI AUTOMATION

One Platform for Proactive & Reactive Security
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Endpoint

Network

Data: Unified Tools & Data to Power AI and Automation

Data AI Automation

Any Data Source
Single, complete

source of 
AI-ready data

Simplified new data source onboarding

Cloud

Identity Ingest 
raw 
data

Normalize 
data 
for AI

Enrich data
with threat 
intelligenceEmail

Other

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.
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Data onboarding | Ingest ANY data source

UNIFIED DATA MODEL FOR ANALYTICS

Palo Alto Networks 
products and services

Cortex® Strata®

Prisma® Unit 42®

...and many more

100s of 3rd-party
OOTB integrations 

...and many more

All other 
data

…with generic data onboarding

AUTOMATICALLY MAPPED AUTOMATICALLY MAPPED
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AI: AI-Powered Defense to Stop Threats in Minutes

Data AI Automation

10K Detectors 
and over 

2.6K+ ML models
continuously advancing

100% Detection and industry-low false positives 
in MITRE ATT&CK Round 6 

Real-time
prevention

Precise causality
and detection 

Full context 
of threats 

Simplified new data source onboarding

Single, complete source 
of AI-ready data

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.
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Automation: Automated Operations to Accelerate SOC Workflows

AutomationData AI

Alerts triggered and grouped; 
incident created

Impact assessed 
and contained

Incident 
remediated

75%
Fewer incidents requiring 

investigation*

98%
Reduction in

MTTR**

THOUSANDS OF INTEGRATIONS AND ACTIONS

*Oil and Gas company case study **Boyne Resorts case study

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

https://www.paloaltonetworks.com/content/dam/pan/en_US/assets/pdf/customers/oil-and-gas-company-deploys-ai-driven-soc-with-cortex-xsiam.pdf
https://www.paloaltonetworks.com/customers/boyne-resorts-achieves-game-changing-soc-improvements-with-cortex-xsiam-and-unit-42-mdr
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YESNO

Add IPs to 
firewall ACL

Add domains 
to proxy

Add file hash to 
AV and submit 

to vendor

Dispatch 
helpdesk

Manual 
execution

Email arrives at user inbox

The SOC without automation

Suspicious? YESNO User forwards 
email to IT

User opens 
attachment

IT investigation

• Where did the email come from?

• Did anyone else receive it?

• Did anyone open the attachment? 

• Is anyone infected?

Threat response

User continues 
their day

Malware 
infection

AV triggers alert

IT investigation

• Where did this come from?

• Is this an isolated incident? Or a broader attack?

• Has the user infected anything or anyone  else?

• How long has this threat been active?

Check SIEM

Check AV

Other systems

Manual 
response

Manual 
response

Manual 
response

Manual 
response

Malicious?

Threat response

Check SIEM

Check mail 

Other systems
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YESNO

Add IPs to 
firewall ACL

Add domains 
to proxy

Add file hash to 
AV and submit 

to vendor

Dispatch 
helpdesk

Manual 
execution

Email arrives at user inbox

Suspicious? YESNO User forwards 
email to IT

User opens 
attachment

IT investigation

• Where did the email come from?

• Did anyone else receive it?

• Did anyone open the attachment? 

• Is anyone infected?

Threat response

User continues 
their day

Malware 
infection

AV triggers alert

IT investigation

• Where did this come from?

• Is this an isolated incident? Or broader attack?

• Has the user infected anything, or anyone  else?

• How long has this threat been active?

Check SIEM

Check AV

Other systems…

Manual 
response

Manual 
response

Manual 
response

Manual 
response

Malicious?

Threat response

Check SIEM

Check mail 

Other systems…

The SOC without automation

SOC analysts repeat 
this 100s or 1,000s of 

times each day.
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What if automation can take on the heavy lifting for SOC teams?

System identifies 
threat

Email is 
quarantined

System gathers 
incident context

SmartScore™ risk 
prioritization

System fuses 
data together

Automated 
playbooks 

are run

SOC analyst 
reviews incident 

Incident resolved 
by analyst

SOC analyst runs 
additional 
playbooks

MACHINE-AUTOMATED HUMAN

System updates based on learnings

Email arrives at 
user inbox

Suspicious? YES
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Two categories of automation in XSIAM

Data stitching

Auto analysis

Alert grouping

SmartScore™

Runbook automation

Suggested playbooks

Marketplace for integrations

Repetitive analyst 
tasks

Alert enrichment
to improve accuracy
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Machine + human automation in XSIAM

SOC analyst starts 
their day by going to 
XSIAM command 
center.

They review alerts and 
incidents, monitor 
what’s been resolved 
and what needs more 
attention. 

They dig into remaining 
incidents, review data 
and recommended 
remediations.

Once all 
playbooks are run, 
the analyst closes 
the incident. 

XSIAM continually 
ingests and analyses 
new data.

XSIAM stitches related 
data, groups alerts into 
incidents, evaluates risks, 
and runs approved 
automated playbooks. 

XSIAM runs additional 
playbooks. 

XSIAM offers 
opportunity to 
automate additional 
playbooks in 
the future. 

MACHINE-AUTOMATED

HUMAN
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Simplifying The Complexity of Responding To An Attack

● SmartGrouping elevates 150+ 
alerts from 14 sources

● Created one critical priority 
incident 

● Automatically: 

○ Presented 9 response 
automations to resolve the 
incident 

○ Recommended 23 
playbooks for increased 
automation in the future

○ Ran 35 actions to prepare for 
response
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ENDPOINT

14+

OTHER

35+

NETWORK

23+

IDENTITY

6+

CLOUD

26+

MSSP

Syslog Collector   Apache Kafka Collector   CSV Collector   Netflow Collector

Database Collector   FTP Collector   Files and Folders Collector   SNMP Collector

and more…

Stitching Data from All Major Sources with Dedicated Data Models
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Architecture
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Cortex XSIAM High Level Architecture
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Demo
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XSIAM Demo

http://drive.google.com/file/d/1nKm99HOKF7oB8ytR3O43JUPPjtElkU1o/view
http://drive.google.com/file/d/1nKm99HOKF7oB8ytR3O43JUPPjtElkU1o/view
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Thank You
paloaltonetworks.com
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LEADER: GigaOm 
Radar for the 2nd year

in a row

LEADER: Frost and 
Sullivan

Modern SIEM 

LEADER: Omdia 
Universe: 

Next-Gen SIEM 

4.5 STARS OVERALL
for Cortex XSIAM

100% DETECTION:
MITRE ATT&CK 

Evaluations: Enterprise

Recognized As A Leader By Industry Analysts
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APPENDIX
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